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Abstract: In recent times, many applications have emerged due to the rapid and continuous
development in the field of Information and Communications Technology (ICT). One of such
applications is telemedicine. Patient medical data are now in electronic formats and available
within health information infrastructures which presents considerable benefits for medical
providers and patients themselves, including enhanced patient autonomy, improved clinical
treatment, advances in health research and public health surveillance. Accompanying these
benefits is the risk of the security of patient information that are supposed to be confidential, being
accessible by unauthorized users, since the transmission of these electronic medical data are
always via open communication channels. Issues bordering on patient identity protection are still
very contentious in health information security. In this paper, a security scheme for enhancing
patient information privacy on a medical images standard format; the Digital Imaging and
Communications in Medicine (DICOM) was proposed. In the proposed scheme DICOM files were
partitioned to extract medical images and patient information independently. The patient
information was then encoded, encrypted and embedded in the Region of Non-Interest (RONI) of
the medical image component of the DICOM file. The performance of the proposed scheme was
evaluated using Peak Signal to Noise Ratio (PSNR), Mean Square Error (MSE) and Structural
Similarity Index Metric (SSIM). For the ten medical images used to test the scheme, the SSIM
values were close to 1, while the MSE and PSNR were consistent and they returned desirable high
values. The average values of the MSE and PSNR are 0.201 and 55.84 dB respectively. Hence, the
proposed scheme is utterly robust and highly imperceptible; the original images can be retrieved
at the receiver side without any distortion.

INTRODUCTION right time, facilitating a boost in the potentials of
telemedicine  applications  ranging  from
Medical images are a central part of teleconsulting, telediagnosis to mention but a

diagnostics in today’s healthcare delivery [1].
Medical imaging includes diverse imaging
techniques and procedures to pictorially
represent the human body for diagnostic and
treatment purposes. Some of the medical
imaging modalities include: X-ray, optical and
ultrasound techniques, nuclear imaging (Single
Photon and Positron), X-ray Computer
tomography systems (CT-Scanner), Magnetic
Resonance Imaging (MRI) and so on. The
significance of these images is also evident in the
assessment of an ailment/syndrome previously
diagnosed and/or treated. With advances in
ICTs, medical images can be cross-exchanged in

few to cooperative working session and
telesurgery [2]. This boost in the potentials of
telemedicine applications has led to the need to
apply security techniques to medical images
since telemedicine essentially involves medical
diagnosis and patient care with the medical
provider and patient separated by distance [3].
With the transmission of medical images
over open communication networks comes the
risk of manipulation and replication. Medical
images contain highly private contents of
medical information for a person, which means
they are closely related to patients’ privacies and
hence should be kept with upmost secrecy.

ISSN — 2344-2158



14 UNIVERSITY OF PITESTI SCIENTIFIC BULLETIN: ELECTRONICS AND COMPUTERS SCIENCE, Vol.19, Issue 2, 2019

Generally, trust in digital data is characterized in
terms of privacy, authenticity and integrity of the
data. Privacy refers to denial of access to
information by  unauthorized individuals.
Authenticity refers to validating the source of a
message; that is, it was transmitted by a properly
identified sender and is not a replay of a
previously transmitted message. Integrity refers
to the assurance that the data was not modified
accidentally or deliberately in transit, by
replacement, insertion or deletion. The focus of
this paper is on the specific issue of privacy of
patient information on DICOM standard format
based on the following motivations. Firstly, on
medical images, patient information is usually
printed in the corner of the medical images for
viewing hence compromising the privacy of the
patient. Secondly, in the course of transmission
over an open network, patient information which
is visibly displayed on a medical image may be
intercepted by a third party. Lastly, for scenarios
such as medical imaging research, the patient
information should not be accessible for any
reason.

The DICOM is the standard for the
communication and management of medical
imaging information and related data [4].
DICOM is most commonly used for storing and
transmitting medical images enabling the
integration of medical imaging devices such as
scanners, servers, workstations, printers, network
hardware, and  picture archiving and
communication systems (PACS) from multiple
manufacturers [5]. It has been widely adopted by
medical institutions, and is making inroads into
smaller applications. DICOM files can be
exchanged between two entities that are capable
of receiving image and patient data in DICOM
format. The different devices come with DICOM
Conformance Statements which clearly state
which DICOM classes they support, and the
standard includes a file format definition and a
network communications protocol that uses
TCP/IP to communicate between systems [4].
Another medical images standard format is the
Health Level Seven (HL7).

In this paper, a security scheme for patient
information privacy for DICOM files was
proposed. In the scheme, the DICOM files were
partitioned to extract medical image and patient
information independently. The patient data was
encoded and then encrypted. The medical image
component of the DICOM files was segmented

in Region of Interest (ROI) and RONI using a
threshold image segmentation algorithm. The
encrypted patient information was then
embedded in the RONI using a Discrete Cosine
Transform (DCT) based methodology. Hence, an
unauthorized observer (for instance a medical
imaging researcher or a hacker) can only view
the medical image but cannot access the patient
information. On the other hand, an observer with
the valid credentials can decode, decrypt and
extract the patient information from a
corresponding medical image. The performance
of proposed scheme was evaluated using PSNR,
MSE and SSIM. The remain sections of this
paper was organized as follows: Section two
presents review of related works to this research;
Section three details the research methodologies
employed in developing the proposed security
scheme; Section four presents the results and
Section five summarized and concluded the

paper.
2. RELATED WORKS

Lim and Feng in [6] presented a multiple
block based authentication watermarking for
distribution of medical images. It provides an
active method of authentication for the efficient
distribution of images, and this technique
suggests a new method using fragmentation of
the watermark information content of images.
Medical imaging modalities such as Computed
Tomography (CT), Magnetic Resonance Imaging
(MRI), Positron Emission Tomography (PET)
and the structure of tissues contain a large
amount of clinical information. Therefore, it is
important to provide authentication for the safety
of fragmented blocks. The proposed technique
was based on the secure encryption watermark,
but removes the problem of independence block
wise of existing methods. This technique
suggests to merge multiple signatures that were
created through square blocks and blocks of
fragmentation, two types of signatures shared to
remove the block wise independence. The
advantage of this proposed technique being able
to detect the location of the modification;
therefore, it neglects the tampers if the
modifications are located in a Region of Non-
Interest (RONI).

Tolbal et al. in [7] proposed a wavelet
transform algorithm that maps integers to
integers for perfect reconstruction of the original
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image. The proposed algorithm embeds the
message bit stream into the LSB’s of the integer
wavelet coefficients of a true-color image. The
algorithm also applies a pre-processing step on
the cover image to adjust saturated pixel
components in order to recover the embedded
message without loss.

Boucherkha and Benmohamed in [8]
presented a medical image authentication based
on lossless watermarking; it is used for
interleaving patient information and message
authentication code with images using lossless
compression. At embedding process the
authentication code of the image using MD5
algorithm is calculated; the authentication code
and patient information are concatenated then
encrypted. LSBs of all pixels are selected and
compressed using Run Length Encoding (RLE)
lossless compression algorithm. The compressed
string and the encrypted string are concatenated
and inserted into the LSB locations by adding
blanks if necessary. Before embedding process
the patient information is encrypted; therefore,
this technique provides a high level of security
for the patient information. This presented
technique inherits the disadvantage of the LSB
embedding process that is changing the statistical
property of the cover image; therefore, the hiding
process can be detected easily by computer
systems.

Coatrieux et al. in [9] presented an adaptive
reversible watermarking technique for image
authentication and self-correction. In the
technique, the image is divided into two regions:
Region of Interest (ROI) and RONI, it embeds
the ROI into the RONI, and any modification of
the image will be detected and could be self-
restored back to the original image by extracting
the ROI from the RONI. The ROI area is
depending on the availability of clinical finding
and its features in the medical image, and the
RONI is the background or any area, where there
is not any clinical finding. The pros of this
technique are providing two levels of robustness
by mixing a reversible watermarking method and
a robust watermarking  method.  This
watermarking method provides the initial level of
robustness of the watermark extraction process
against JPEG compression; a digital signature
derived from the ROI, and an authenticity code is
concatenated to form a primary code to be
embedded inside the RONI using the robust
watermarking method. The reversible

watermarking technique provides the second
level of robustness by embedding another code
into the ROI; this code is determined for the
whole image (RONI and ROI). This proposed
technique is used for a specific type of medical
images that is Magnetic Resonance (MR)
images; this type of medical images is very
simple to identify RONI and ROI; therefore, this
proposed technique is unable to authenticate
other types of medical images that their RONI
and ROI are hard to be separated.

Delforouzi and Pooyan in [10] developed a
novel method for digital audio steganography in
which encrypted covert data is embedded into
the coefficients of the host audio (cover signal)
in the integer wavelet domain. The hearing
threshold is calculated in the integer domain and
this threshold is employed as the embedding
threshold. The inverse integer wavelet transform
is applied to the modified coefficients to form a
new audio sequence (stego signal).

Memon and Gilani in [11] proposed an
adaptive data hiding scheme for medical images
using integer wavelet transform. Integer wavelet
transform  hiding technique is used for
embedding the multiple watermarks by
decomposes the cover image to obtain the
wavelet  coefficients.  Before  watermark
embedding process; an adaptive threshold is
determined for each block; it uses iterative
optimization of threshold for compression and
expansion process. It avoids histogram pre and
post-processing; therefore, its pros are reducing
the histogram processing overhead and keeping
the distortion small between the watermarked
and the original images. The cons of this
technique are: low imperceptibility values at
normal embedding capacity (bad tradeoff
between robustness and capacity) and it is not
applied to color images (it is applied only for
grayscale images).

Luo et al. in [12] presented a scheme
embeds a larger-sized secret image while
maintaining acceptable image quality of the
stego-image and also improved image hiding
scheme for grayscale images based on Integer
wavelet transformation.

Mostafa et al. in [13] proposed a blind
watermarking based on wavelet transform for
medical image management, it hides the
Electronic Patient Record (EPR) in the image: to
protect patient information, to save storage space
and to reduce transmission overheads. It embeds
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EPR data as a watermark in the Discrete Wavelet
Packet Transform (DWPT) of the image. This
proposed technique enhances the robustness by
encoding EPR data using BCH error correcting
code. The disadvantages of this technique are
that it is purely implemented for grayscale
images (not for color images), and it has been
low embedded capacity. The embedded process
hides only one bit per a block of pixels with size
44 pixels, and the error correcting code reduces
the actual capacity to be less than one bit per
4%4 block of pixels.

Memon in [14] developed a robust
fragile watermarking technique to provide
copyright protection and content authentication
of medical images. It authenticates the CT scan
images of the thorax area against distortions. It
separates a ROl and RONI from the image. By
isolating the actual lung parenchyma; this
technique increases the embedding capacity of a
CT scan image; it embeds a watermark only in
RONI; therefore, it does not compromise the
diagnostic value of the image. For embedding the
watermark; it utilizes the spatial domain
watermarking and LSB replacement method. The
cons of this technique are it is devoted to a
specific type of medical images; in addition, its
robustness requires to be improved.

Rahimi and Rabbani in [15] proposed an
adaptive dual blind watermarking scheme for
medical images. It automatically selects the ROI
and embeds the watermark with different
embedding strength in ROl and RONI,; it embeds
watermark bits in singular values within the low-
pass sub-band in the CN domain; therefore, it is
more efficient and robust than embedding within
the wavelet domain. This technique can be
applied to DICOM image format; it has large
PSNR and it satisfies high transparency for its
watermarked images, but the invisibility could be
enhanced. This technique is tested only using CT
and MR images; therefore, it required to be
tested using other types of images.

Sakkara et al. in [16] proposed a
technique that uses secret information as a text
message which is embedded in a color image.
The technique is founded around the fact that
most existing methods hide the information using
a constant bit length in integer wavelet
coefficients that increases the embedding
capacity of the text message and obtained stego-
image is imperceptible for human vision.

Ko et al. in [17] proposed a reversible
watermark based on Quantization Index
Modulation (QIM) to be applied to healthcare
information management systems, the QIM-
based watermarking is used to reconstruct the
identical original image; the capacity of the
watermark is increased to be one-fourth of that of
the cover image. Its architecture and algorithms
are simple; it can be easily implemented.
However, it is tested using only grayscale
images; accordingly, it is required to be tested
using color images.

Pandey, Singh and Shrivastava in [18]
presented a security model that combines image
cryptography, data hiding and Steganography
technique for denoised and safe image
transmission purpose. In the model the original
images is encrypted with stream cipher algorithm
then embeds the encrypted image with patient
information by using lossless data embedding
technique with data hiding key after that for
more security. Steganography is then applied to
the embedded image with the private key. On
receiver side when the message arrives the
methods are applied in reverse order to get the
original image and patient information and to
remove noise we extract the image before the
decryption of message.

An et al. in [19] proposed a
watermarking framework based on wavelet-
domain; it proposes a robust reversible
watermark embedding and extraction procedure
through histogram shifting and clustering. It
provides good performance in terms of
reversibility, robustness and invisibility, but the
embedded capacity is less than 4x10° bpp. It is

applicable in practice to many types of medical
images; however, it is tested using a limited
number of grayscale images; therefore, it is
required to be tested using enough number of
grayscale and color images.

Das and Kundu in [20] proposed a blind
image watermarking technique based on
Contourlet (CN) transform for the medical data-
management scheme. It is robust against high
JPEG and JPEG2000 compression, and it can
provide information security, content
authentication, safe archiving and controlled
access retrieval. In this proposal, an original
image is decomposed based on CN transform,
then the watermark is embedded inside the image
using the low pass such that the embedded
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watermark can be extracted in a blind manner,
finally the image is reconstructed based on the
inverse of the CN transform to get the
watermarked image. It can be used during a
medical image acquisition process to provide
authenticity, integrity and confidentiality, but the
embedded capacity is very low it is less than
0.0053 bpp.

Bouslimi, Coatrieux and Roux in [21]
proposed a security technique based on
encryption, and watermarking to protect medical
images; it enables access to the outcomes of the
encrypted image integrity and of its origins. With
this technique, the RC4 stream ciphers and two
substitute watermarking methods are combined;
these two watermarking methods are the LSB
and the QIM methods. In the embedding process,
the watermarking and encryption are conducted
jointly; therefore, in the extraction process, the
watermark extraction and decryption can be
applied independently. This technique can
achieve a large embedded capacity in the spatial
domain (0.5 bpp) with a high Peak Signal to
Noise Ration (PSNR) that is greater than 49 dB.
Due to using the LSB watermarking method; the
statistical property of the watermarked images is
changed; accordingly, the hidden information
can be detected by the attacking computer
system.

Jain, Choudhary and Kumar in [22]
presented a novel technique for securing the
transmission of medical information of patient
inside medical cover image by concealing data
using decision tree concept. Decision tree shows
a robust mechanism by providing decisions for
secret information concealing location in medical
carrier image using secret information mapping
concept. RSA encryption algorithm was used for
patient’s unique information enciphering. The
outcome of the RSA was structured into various
equally distributed blocks.

Mahalakshmi,  Satheeshkumar  and
Sivakumar in [23] developed a security model
for protecting medical images with emphasis on
Magnetic Resonance Imaging (MRI). In their
work, three different steganographic algorithms
were used; Least Significant Bit (LSB)
algorithm, Division into block and Mean change
modified method.

Banjan and Dalvi in [24] presented a
Mmedical data security model using a combination
of cryptography and steganography with AES-

LSB algorithm. In model, patient’s data is firstly
encrypted using Advanced Encryption Standard
algorithm and then the encrypted data is hidden
in a medical image using image steganography
by Least Significant Bits algorithm. The hidden
data in the cover image is sent to the intended
receiver. The reverse of the methodology was
used to obtain the original data at the receiver
side.

Most of the reviewed works in literature
proposed and presented schemes and systems for
securing medical images but not medical meta-
information, that is, the patient information.
However, medical images contain highly private
contents of medical information for a person,
which means they are closely related to patients’
privacies and hence should be kept with upmost
secrecy. Third parties should not be able to
associate a medical image with the
corresponding medical meta-information, as this
could discomfit the concerned individual may
also be accompanied with unexpected losses
which may be physical or financial.

3. METHODOLOGY

The outline of the steps for evolving the
security scheme for patient information privacy
for DICOM files proposed in this work are as
follows:

i. At the sender’s end, partitioning of the
DICOM file into two components
namely; the medical image and patient
information components.

ii.  Encoding of the patient information
using UTF-8 Character Encoding
Scheme.

iii.  Encryption of the encoded patient
information using a public key cipher,
ElGamal.

iv.  Image segmentation of the medical
image component into ROl and RONI
using a threshold medical image
segmentation technique proposed by
Coatrieux et al. in [25].

v.  Embedding the encoded/encrypted
patient information of (iii) above in the
RONI using a DCT based methodology
proposed by Yang and Bourbakis in
[26].

vi.  Transmission of the marked image over
an open network.
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ix. Decoding of the
information.
X.  Retrieval of the patient information.
The architectural framework of the proposed

security scheme is depicted in Fig. 1.

Secret
Key
Infermation

encoded patient

Vii. At the recipient’s end, extraction of the
encoded/encrypted patient information
from the medical image.

viii.  Decryption of the encoded/encrypted
patient information.
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Key
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=] UTF-8 ELGamal
o Character Encoding Encryptien
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[nformation
;L_\‘ Decoding ElGamal
= Meta-Information Decryption
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Key

Hiding Usinga DCT
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Information
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Secret
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Fig. 1 Architectural Framework of the Proposed Security Scheme

In the scheme depicted in Fig. 1 above, the
DICOM files were partitioned to extract medical
image and patient information independently.
The patient data was encoded using UTF-8
Character Encoding Scheme and then encrypted
using a public key cipher, EIGamal.

The medical image component of the
DICOM files was segmented into Region of
Interest (ROI) and Region of Non-interest
(RONI) using a threshold image segmentation
algorithm proposed by [25]. The encrypted
patient information was then embedded in the
RONI using a DCT based technique proposed by
[26]. Hence, an unauthorized observer (for
instance a medical imaging researcher or a
hacker) can only view the medical image but
cannot access the patient information. On the
other hand, an observer with the valid credentials
can decode, decrypt and extract the patient
information from a corresponding medical
image.

The scheme was implemented using
Microsoft Visual Studio (C# Programming
Language) and MATLAB R2016a.

A. ElGamal Cryptosystem

The ElGamal crypto-system operates in a
finite cyclic group ([27]; [28]). An ElGamal
cryptosystem can be described by a 4-tuple (p, g,
X, ¥), where p is a large prime and describes
which group £3 is used, g is an element of order

n in Z; X random with
l=x=n-1 and y=g* The steps

ElGamal cryptosystem are as follows:
i.  Key generation: Pick a large prime p,
generator g of Z; p, private key is a

is a integer

in

random x such thatl =x =p— 2, and

public key is 4 tuple (p, g, y = g*mod p).
ii.  Encryption: Pick random k such that,
1=k =p—2, and encryption function

is defined as:
B(ﬂl} = {g" mod p,my* mod p} =
&y, &)

[3.1]



Oladotun Olusola OKEDIRAN

A SECURITY SCHEME FOR PATIENT INFORMATION PRIVACY IN DIGITAL MEDICAL IMAGING 19

iii.  Decryption: Given cipher text (¥, &),
compute ¥~ mod p and recover m such

that:
m = 8y~ * mod p.

[3.2]

B. UTF-8 Character Encoding Scheme

UTF-8 (8-bit Unicode Transformation
Format) is a variable width character encoding
capable of encoding all 1,112,064 valid code
points in Unicode using one to four 8-bit bytes
[29]. The encoding is defined by the Universal
Coded Character Set (Unicode). UTF-8 was
designed for backward compatibility with
American Standard Code for Information
Interchange (ASCII). Code points with lower
numerical values, which tend to occur more
frequently, are encoded using fewer bytes. The
first 128 characters of Unicode, which
correspond one-to-one with ASCII, are encoded
using a single byte with the same binary value as
ASCII, so that valid ASCII text is valid UTF-8-
encoded Unicode as well. Since ASCII bytes do
not occur when encoding non-ASCII code points
into UTF-8, UTF-8 is safe to use within most
programming and document languages that
interpret certain ASCII characters in a special
way [29].

C. Image Segmentation

Coatrieux et al. proposed in [25] to use
simple geometric shapes to separate RONI and

Sobel . ;
>< Filter )Cl‘nresholtg —>|

Original
[mage

Useful
Zone

[mage
Contour

ROI regions using an ellipse. In the case of axial
and coronal of brain for instance, an ellipse is
well suited. To determine the ellipse, they follow
the approach summarized in Fig. 2. Firstly, the
gradient of the original image is calculated (with
a Sobel filter) and thresholded in order to obtain
the image contours. Since the interested is only
on the anatomical contours of the object, this
threshold is relatively low (it is 15 for an 8-bit
depth image) and its choice is not critical. The
bounding rectangular box or more precisely the
box which includes these contours, that is or the
anatomical object is then found. The expected
ellipse is the one that is included in this box. The
parameters of the ellipses are quantified so as to
limit the search space of the useful area for
verification. This approach is however sensitive
to the watermark insertion. Even if the
watermark amplitude is small, it may introduce
new contours. To overcome this issue, Coatrieux
et al. introduce in the image a RONI watermark
in a way so as to introduce a high gradient
variation on the ellipse edge, which is at the
frontier between RONI and ROI. Thus their
detector just has to look for the ellipse which
maximizes the image gradient on its edges. In
order to reduce the complexity of such a strategy,
they consider a dictionary of ellipses that is a
subset of the ellipses that can be defined in an
image.

Detection of
Rectangular Boxes
Caleulate the Height,
Width and Centre of
the Box

Calculate the
Inscribed Ellipse of
the Bex

o

Fig. 2 ROI Definition with the Aid of Ellipse with Parameters Estimated by Image Segmentation
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D. DCT
The description of the one-dimensional
(Mdata items) DCT for an input image F and
an output image T is calculated as:
- m(2m+ 1)p
T.p =L'.5C,.§l Z FmCGST
m=0
forp=012,..,.M—1,

[3.3]
The description of the two-dimensional
(M x N)DCT for an input image F and an

output image T is calculated as:
1"1'_1 1"|'-_1

Tpq =0, 0%, Z Z Epn cosﬁ(b:;; Up casﬂ(zz; 2L
m=0 n=0
Where [3.4]
0=p=M-1
0=g=N-1
1 =10
VM p=
oy = |'; arnd
,\||M’ l=p=M-1
1 —_
ch= *-,‘-"ﬁ.l 7=
J2/N, 1=g=N-1

where M, N are the dimensions of the input
image while m, n are variables ranging from 0 to
M -1 and 0 to N-1 respectively. Here, the input
image F is of size M x N). T;;is the intensity of

the pixel in row i and column j; T4 is the DCT

coefficient in row p and column g of the DCT
matrix. Signal energy lies at low frequency in
image; it appears in the upper left corner of the
DCT. DCT is used in steganography as the
image is broken into 8x8 blocks of pixels.
Working from left to right, top to bottom, the
DCT is applied to each block. Each block is
compressed through quantization table to scale
the DCT coefficients and message is embedded
in DCT coefficients.

Many DCT base hiding algorithms have
been proposed in literature. In this paper,
however, the technique proposed by Yang and
Bourbakis in [26] was employed. The authors
proposed using a DCT on 4x4 blocks of pixels

and then modifying the eight lowest frequency

coefficients, which represent the luminance of
the background of the image, to embed one bit of
information. In the algorithm, 1 bit is hidden
within each 4x4 DCT coefficient block by
means of vector quantization. Low frequency
coefficients are chosen for information hiding
due to their relatively large amplitudes and the
corresponding small step sizes in the
guantization matrix.

4. RESULTS AND DISCUSSION

The security scheme for patient information
privacy proposed in this work was implemented
using Microsoft Visual Studio (C# Programming
Language) and MATLAB R2016a environment
with a set of ten DICOM files.

In order to ascertain the efficacy of the
scheme, a numbers of performance evaluation
metrics were applied. These metrics include:

i. MSE is utilized to quantify the average
of mean square mistake among pixels of
the cover image and stego-image while
whose value is calculated by utilizing:

Ml (0g')?
i—g; )"
MSE= Y Zizd¢
: Z MxN
=1 [4.1]

Where g; is a pixel value before

inserting the information within the
image and g; is a pixel value after

inserting the information within the
image, while, M x N denotes the size of
image. The lower value of MSE means
better quality of image.

ii. PSNR is utilized to calculate the quality
of stego-image by relying on the
standard value of the Human Visual
System (HSV) with a value of (30 dB)
[30]. If the PSNR value is greater than
30 dB, this implies that the inserted data
inside the image is invisible to the
human eye ([31]; [32]). Equation 4.2 is
used to calculate the value of PSNR
[33]:

max”

PSNR = 10log,, ISE [4.2]

where, max signifies the maximum
value of pixels in the image.

iii.  Structural Similarity Index Metric
(SSIM) is utilized to evaluate the
likeness among the cover image and the
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stego-image [34]. The yield of SSIM
value is limited in the range between 0
and 1. If the SSIM value is close to 1
that indicates the stego-image is alike
the cover image and it has high quality.
Equation 4.3 is used to calculate the
value of SSIM [32]:
2wy + 0) Q204 + )
(423 + e1)(@F + 0F + c2)
[4.3]
where, p.and w, are mean values of

cover image (x) and stego-image (y) and
o and @, are standard deviation values

of the cover image and stego-image
while, @, means the covariance of both

two images. c¢; and c, are constants to
stabilize the division.

SSIM (x, y)

One of the medical image (cover image)
from the partitioned DICOM file used and its
equivalent stego-image (the medical image with
embedded information that is, encoded/encrypted
patient information) are depicted in Fig. 3 below.

A: Cover Image Grayscale

B: Stego-image Grayscale
Fig.3 Cover and Stego-image in Grayscale

From Table 1, the PSNR has large
consistent values; the minimum value is 55.54
dB while the highest value is 56.11 dB.

These large values of PSNR (that is > 30
dB) indicates that distortion due to embedding
of information in the original image is very low;
the embedded information did not affect the
quality of the original images.

The maximum value of MSE is 0.21; an
indication that the MSE has very low consistent
value; therefore, the embedded information does
not affect the quality of the original images.

The SSIM value is consistently close to
one for all the ten images, an indication that the
stego-image is alike the cover image and it has
high quality.

Table 1: Results of Performance Evaluation
Parameters

Medical MSE PSNR SSIM
Image (dB)

M_Imagel 0.21 55.72 0.9214
M_Image2 0.19 56.03 0.9135
M_Image3 0.20 55.68 0.9211
M_Image4 0.21 55.70 0.9225
M_Image5 0.19 56.11 0.9112
M_Image6 0.20 55.54 0.9233
M_Image7 0.20 56.07 0.9215
M_Image8 0.21 55.82 0.9124
M_Image9 0.19 55.64 0.9242
M_Imagel0 0.21 56.09 0.9142
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5. CONCLUSION

The concomitance of multimedia
information and information communication
technologies have boosted the usability and
application potential of medical images.

Health information is increasingly
available both in health databases and through

online networks for telediagnosis,
teleconsultation, telesurgery and cooperative
work.

The availability of electronic data within
the modern health information infrastructure
presents significant benefits for medical
providers and patients, including enhanced
patient autonomy, improved clinical treatment,
advances in health research and public health
surveillance.

While the recent advances in information
and communication technologies provide new
means to access, handle and move medical
images, they also expose patient information
privacy to unauthorized users due to the means
of transmission of these medical images.

Nowadays, questions of  health
information security and patient information
privacy are of utmost importance.

In this paper, a security scheme for
enhancing patient information privacy on a
medical images standard format; DICOM, was
proposed.

In the proposed scheme the DICOM files
were partitioned to extract the medical image and
the medical meta-information (that is the patient
information) independently.

The medical meta-information were then
encoded, encrypted and then embedded in the
Region of Non-Interest (RONI) of the medical
image component of the DICOM file.

The performance of the proposed
scheme was evaluated using Peak Signal to
Noise Ratio (PSNR), Mean Square Error (MSE)
and Structural Similarity Index Metric (SSIM).

The direction of future work can be tune
in the direction of the implementation of fragile
watermark in similar security scheme as such
proposed in this paper to ensure that patient data
has not been compromised.
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