
 

ISSN – 2344 – 2166 

 

 

CURRENT DATA SECURITY AND PRIVACY CHALLENGES IN 

CLOUD COMPUTING: A REVIEW 
 

Olakunle Isaac IFAWOYE1, Olalere MORUFU2, Esther Tolubori OMONAYIN3 

1Information and Communication Technology, Bingham University Karu, Nigeria 
2Department of Cyber Security, National Open University of Nigeria, Head Quarter, Abuja, Nigeria 

3Department of Computer Science, Baze University Abuja, Nigeria 

kunle.i@binghamuni.edu.ng, molerejide@noun.edu,ng, esther.omonayin@bazeuniversity.edu.ng 
 
 

Keywords: Cloud Computing, data security, data theft, security threats 

 

 
Abstract: Cloud computing has developed to be an integral aspect of current as well as future information 

technologies. Technology has been identified as an efficient tool for all the provided services but it is also 

associated with different threats. Despite many advantages of cloud computing, security remains a main 

challenge. To successfully migrate through the cloud, one must consider some critical factors, including 

understanding the main security concerns and putting effective mitigation strategies in place. Since the data that 

a business or a user stores in the cloud is frequently private and sensitive, numerous fire attacks and data theft 

have been reported as crucial factors over the years of its development. Cloud-based system contends with a few 

security risks such as DDoS attacks, man-in-the-middle attacks, phishing scams, and data breaches. Due to the 

multitenancy architecture, trust is a major challenge and fault tolerance continues to be a problem for the 

implementation of cloud computing. Data breaches in cloud computing environments may have serious 

repercussions, including monetary losses, reputational harm, and legal repercussions. Misconfigurations, 

insider threats, external attacks, malware injections, and phishing scams can all lead to breaches. The way 

government organizations and intelligence agencies manage data and information has been revolutionized by 

cloud computing. Organizations are discovering that cloud computing is a smart substitute for traditional 

hardware and infrastructure because it allows for the replacement of these resources with effective and 

affordable cloud solutions. Building trust and promoting wider adoption of cloud computing technologies will be 

greatly aided by emphasizing proactive security measures and ongoing monitoring. This paper presents a review 

of the security issues with cloud computing and some possible solutions were suggested. 

 

 

1. INTRODUCTION 
Cloud computing‖ can be defined to be the 

application of the internet to produce technology-

enabled facilities for organizations and people 

[1]. The technology allows clients or users to get 

entrance to resources virtually through the 

internet, from any place at any time without 

upsetting technical/physical management and 

maintenance of the original resources [2]. Cloud 

computing is interesting to business owners 

because that enables the elimination of the need 

for customers to plan for provisioning and 

permits establishments to commence small and 

scale up only when service demand upturns [3]. 

The use of cloud computing in business 

innovation is pertinent or applicable due to its 

adaptability and agility of cloud technology 

which enables new methods of working, 

operating, and running a business[4]. 

The service allows people to access files and 

software kept in the cloud from any place, 

eliminating the users’ requirement to be always 

physically close to actual hardware [5]. Cloud 

computing makes connections available from 

anywhere because they are kept on a network of 

host computers that transfer data over the 

internet. Resources of cloud computing are 

dynamic, independent, scalable and different 

from grid and utility computing [6]. Cloud 

computing has now been considered one of the 

best computing paradigms in the field of 

information technology in recent years [7]. That 

happened due to advances in existing computing 

paradigms which include parallel computing, 

grid computing, distributed computing, and other 
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computing paradigms. Cloud computing has 

fundamentally altered the IT landscape by 

making a wide range of services and resources 

available to businesses and individuals online 

[8]. Data storage, processing, and sharing have 

undoubtedly undergone a revolution [9].  

The major existing challenges in cloud 

environments are security/privacy, 

interoperability/portability, reliability/availability, 

bandwidth cost/performance and cloud computing 

threats can include unauthorized access to user data, 

theft of data, and malware attacks [10]. To protect 

data from these threats, organisations must ensure 

that only authorized users can access confidential 

data. Recent problems in cloud platforms have gone 

beyond data breaches, general cloud threats and 

privacy issues, the current challenges now include 

insufficient identity and access management 

controls, cloud misconfiguration,  insider threats, 

unsecured or vulnerable APIs, compliance with 

regulatory mandates, open source and lack of 

information technology experts [11]. 

Several organisations such as small, medium 

and enterprises have transferred to this technology 

for several reasons like as resources of computing, 

decreased total ownership cost, on-demand services, 

increased revenue and so on [12]. Cloud computing 

gives many advantages of cloud migration that 

encourage business enterprises to accept this change 

[13]. There are some challenges for companies 

implementing cloud computing like interoperability, 

portability, and organizational aspects the most 

important challenge is the security and privacy of the 

information [14] [15]. Although cloud computing 

has many benefits, it also raises many security 

concerns that must be addressed if sensitive data is 

to be kept private, undamaged, and accessible [16].  

Many studies have been apprehensive about 

overcoming problems and challenges that depend 

upon the lure of cloud computing. Security has 

been always seen as one of the great serious 

matters of cloud computing and resolving such 

matters would lead to a persistent increase in the 

popularity and use of the cloud [17]. 

Requirements of Security denote a main issue 

that must be met to reduce some effects of these 

problems. The same threats that affect computer 

networks and data in transit, such as man-in-the-

middle attacks, phishing scams, eavesdropping, 

sniffing, and other similar threats, also apply to 

cloud-based services. The DDoS (Distributed 

Denial of Service) attack is a frequent but 

important attack on the cloud computing 

infrastructure [18]. As more data is exposed, the 

harm to users and society will worsen [19]. This 

paper investigates some security threats and 

issues of cloud computing along with possible 

approaches to resolving them. Also, the future 

research directions that will involve the 

development of current techniques for reducing 

these threats were mentioned. 

 

2. LITERATURE REVIEW 

2.1 Cloud Computing 
       Cloud computing is a model for enabling 

universal and convenient distributed access to a 

shared pool of powerful computing resources 

[20]. It is a networked system of computer 

resources such as servers, applications, storage 

and services that are available on demand with 

minimal managerial effort on the part of the 

consumer [21]. The National Institute of 

Standards and Technology (NIST) perhaps gives 

the most widely used definition of cloud 

computing as a model that enables convenient 

on-demand network access to a shared pool of 

configurable computing resources that can be 

rapidly allocated and scaled as released with 

minimal management effort or service provider 

intervention [22].  

      Cloud services are categorized into three 

main models: Infrastructure as a Service (IaaS), 

Platform as a Service (PaaS), and Software as a 

Service (SaaS) [23]. IaaS provides virtualized 

computing resources[24], PaaS offers a platform 

for application development and SaaS delivers 

software applications over the Internet [25]. 

Cloud computing can be deployed in various 

ways: Public Cloud, Private Cloud, Hybrid 

Cloud, and Community Cloud [26]. Each 

deployment model has distinct characteristics, 

addressing different organizational needs and 

concerns. Organisational adoption of cloud 

computing is influenced by factors such as cost 

savings, flexibility, and business agility [27]. 

However, challenges like data migration, 

interoperability, and vendor lock-in can hinder 

seamless adoption. 

2.2 Related Work 

      A provision of a better knowledge of cloud 

computing as well as suggestions on relevant 

research paths in this growing field was 

conducted by [28]. The future benefits or 

advantages and the imminent possible challenges 

in cloud computing such as performance, 
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architecture, scale-up, and big data were 

discussed.  

       [29]discussed privacy-associated issues, 

problems and solutions. It was stated that cloud 

computing is growing fast, conspicuously based 

on processing capacity and time of response. 

Whether through public service or privately for 

the enterprise, the public can now have 

significantly more knowledge and opportunity to 

employ cloud computing than they could some 

years ago. The study concluded that educating 

the public about data privacy should be a priority 

for the development of cloud computing, as 

doing so can increase people’s responsibility for 

how they handle their personal information, help 

them understand the value of internet security 

and assist them in identifying the undesirable 

results of unintentionally exposing sensitive 

information.   

        [30] examined major security issues and 

challenges associated with the platform of cloud 

computing. The cloud-specific vulnerabilities 

were properly described with their causes which 

add to the provision of assistance for analysis 

and identification of security risk. It was 

mentioned that in future work the assessment and 

analysis of risk can be done by applying 

vulnerabilities to protect the cloud from 

impostors.  

      A review of the advancement of privacy 

security issues from the perspective of several 

privacy security protection technologies in cloud 

computing [14]. The study presented some cloud 

computing privacy security risks and built a 

framework for comprehensive privacy security 

protection. Also, it was revealed and discussed 

the development of many technologies, such as 

access control; cipher text policy attribute-based 

encryption (CP-ABE); key policy attribute-based 

encryption (KP-ABE); the fine-grain, multi-

authority, revocation mechanism; the trace 

mechanism; proxy re-encryption (PRE); 

hierarchical encryption; searchable encryption 

(SE); and multi-tenant, trust, and a combination 

of various technologies, and the comparison and 

analysis of the features and application scope of 

typical schemes was performed. In conclusion, 

the discussion on current challenges and likely 

future work directions were mentioned. A survey 

on threats in the scope of Data, Applications, 

Infrastructure and services in general in the cloud 

computing platform was conducted by [31]. The 

threat types or attacks in the context of the cloud 

have been well-defined using surveys of relevant 

papers. The methodology used is surveying some 

of the results of earlier studies relating to threats 

or obstacles in cloud computing carried out in 

five steps, namely: writing the formulation, 

conducting a search, conducting selection and 

evaluation, analysis, and summarizing the 

results. The survey results claimed there were 

many types of threats in the cloud computing 

environment, which are divided into four 

categories, namely: Threats to applications, 

Threats to data, Threats to infrastructure, and 

threats to cloud services in general. The output of 

this study is to provide a more detailed 

understanding of the types of threats for each 

service in the cloud. 

       A framework on what cloud computing is, 

main security risks and issues that are presently 

current in the field of cloud computing, research 

challenges, importance in key industries and also 

the personal hypothesis on future advances in the 

field of cloud security. [32] discussed issues on 

security, requirements and problems that cloud 

service providers (CSP) encounter during cloud 

engineering. The study further recommended 

protection standards and management models to 

address these issues for the technical and 

business community. 

3. CHALLENGES AND MITIGATION 

STRATEGIES IN CLOUD 

COMPUTING SECURITY  
    Cloud computing users are getting higher 

every day, also the problems of security and risks 

of data in the cloud are increasing [33]. Security 

technology is a single component, security is 

about people, processes and technology all three 

of which have to be in unison or agreement 

because if any one of these areas is affected, then 

the security platform breaks down. Without any 

hesitation, cloud computing is a valuable tool for 

almost every business that is using it. There are 

several security challenges contending with 

cloud computing that open a wide area to 

research for researchers. Every technology has 

two aspects, one aspect leads to prosperity and 

the other rises to challenges or problems. 

Likewise, with cloud computing, there are 

different security problems facing cloud 

computing [34]. The Multi-Agency Cloud 

Computing Group made serious determinations 

to produce effective controls in the cloud 

platform to provide cyber security, it is revealed 
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that the major security problems with the cloud 

are trust, confidentiality and encryption [35]. 

(i) Trust Problem 

      A cloud service is trusted by users 

concerning its performance, security, and privacy 

based on the provider’s identity [36]. If the user 

hopes that the provider offers dependable cloud 

services, then the cloud service is trusted[37]. 

The trust that exists between the serving end and 

the receiving end is the key issue in cloud 

computing. The individual at the receiving end is 

never sure whether the serving end is providing 

trustful data so the servicing ends are bound by 

the Service Level Agreement (SLA) document. 

SLA framework is used as a trust management 

model for security in a cloud environment [38]. 

SLA document includes the duties of the service 

provider and their plan activities. 

(ii) Confidentiality Problem  

       Confidentiality can compromised due to 

unreliable cloud service providers [39]. The 

user’s data security depends on the cloud 

provider's responsibility [40]. The confidentiality 

of data can be achieved by circumventing the 

illegitimate user access. Confidentiality can be 

ensured through better encryption techniques. 

Basically, there are two different approaches to 

achieving confidentiality: physical isolation and 

cryptography. Design a secure storage service as 

a public cloud infrastructure and apply 

cryptographic analysis. 

(iii) Authenticity Problem 

        Authentication involves the method of 

determining the client’s identity. The authentication 

information varies subject to how cloud storage is 

being accessed, but also, falls into two common 

types: A server-centric flow enables an application 

to directly hold the credentials of a service account 

to complete authentication [41]. Cloud needs to be 

completely secured from unauthorised users. The 

authentication challenge must be solved by 

generally applying a digital signature approach. An 

access control mechanism is a robust and 

distributed control mechanism where the cloud 

confirms the individuality of the cloud user without 

knowing the user's information and stores the 

information of the user. The stored information can 

be decrypted by the authentic users. 

(iv) Encryption Problem  

      Many widely used data-securing technique in 

cloud computing is encryption [42]. But the main 

drawback of encryption is, that it needs high 

computational power. It also produces overall 

database performance because every time a 

query is run, decryption is required for the 

encryption. The use of cryptographic algorithms 

in combination instead of only one algorithm can 

efficiently accelerate the throughput. The cloud 

tables are maintained in such a way that data are 

encrypted using these methods. Here requested 

query is executed against the stored data, and the 

result is decoded by the user.  

      This increases overall performance. Another 

method called end-to-end mechanism-based 

encryption works differently for the 

cryptographic processes [43]. Another approach 

is called fully Holomorphic encryption which 

can calculate the results of encrypted data 

processing instead of the raw data, which might 

increase potential data confidentiality [30]. 

(v) Key Management   

      Key management involves the process of 

putting specific standards in place to allow the 

security of cryptographic keys in an 

organization. The technology deals with the 

creation, exchange, storage, deletion, and 

refreshing of keys. Key management forms the 

basis of all data security. Data is encrypted and 

decrypted via the use of encryption keys, which 

means the loss or compromise of any encryption 

key would invalidate the data security measures 

put into place. Keys also ensure the safe 

transmission of data across an Internet 

connection. Managing the efficient use of keys is 

a big security problem in the cloud which 

includes the proper management of 

encryption/decryption and keys [44]. Cloud 

stores the encrypted key which is a very complex 

technique. A small database should be 

maintained to accommodate keys protectively. 

To accomplish this, additional hardware and 

software resources are required and cost 

increases to implement. A two-level encryption 

solution is given to this problem. 

(vi) Multitenancy Issue 

      Multitenancy is a form of software design 

where a single software instance can provide 

many different user groups [45]. It means that 

several customers of cloud vendors are using the 

same computing resources. They share the same 

computing resources, but the data of each cloud 

customer is stored separately and protected [46]. 

It is a very important concept of cloud 

computing. Confidentiality issues might arise 

due to scattered resources in different 

geographical areas of a cloud environment. 
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Isolation of applications and systems should be 

done for proper confidentiality, if not done may 

lead to insecurity issues. If data are stored 

virtually, then a virtual machine hosting a 

malicious program may affect the data. 

(vii) Data Splitting  

       Data splitting is a process of splitting data to 

more than one host at a time when they cannot 

communicate individually [47]. So when users 

want their data back, the user must access all of the 

service allocators to recollect the original data. It is 

generally employed in machine learning to divide 

data into a train, test or validation set. This method 

enables the finding of the model hyper-parameter 

and also the estimation of the generalization 

performance [48].  

      Data splitting is an alternative to the encryption 

process and works faster than encryption. It also 

has some security problems. If multiple clouds are 

being used, then ensuring integrity should be 

checked after the splitting process can be done 

using the Multi-Cloud Database Model. As data are 

stored in different clouds and replication should be 

done, security also is in higher priority. Because the 

attacker will get less chance to access multiple 

clouds at a time.  

3.2 Data Breaches in Cloud Computing   

      Cloud computing is a completely online-

based technology where the information of 

customers is set aside and stored in the server 

farm of a cloud supplier like Amazon, 

Salesforce.com Google Microsoft and so on [49]. 

Cloud computing has grown in popularity due to 

its level of scalability, flexibility and 

affordability. The constrained control over the 

information may obtain diverse security issues 

and threats that incorporate data accessibility, 

data breaches, unreliable connectivity, sharing of 

resources and inside attacks [50]. A breach can 

be considered as an event in which an 

individual’s name, medical record, financial 

record or debit card is potentially put at risk 

either in paper format or electronic [51].    

       A breach of security may lead to accidental 

or unlawful destruction, loss alteration, or 

unauthorized disclosure of access to personal 

data transmission. Serious repercussions for the 

security of cloud computing environments can 

result from data breaches. Data is processed and 

stored on remote servers that can be accessed 

through the internet in cloud computing. Data 

loss typically happens when a cloud system's 

hardware or software malfunctions, which is 

typically brought on by human error and also 

during data transfer [52]. Data breaches in cloud 

computing can happen for many reasons, such as 

incorrect configurations of cloud services that 

expose sensitive data to unauthorized access [53].  

     Human error or a lack of knowledge of best 

practices for cloud security could be to blame for 

this. If there aren't enough backups in place, a 

data breach could lead to data loss or deletion, 

which can be very problematic [54]. Significant 

business disruptions and information loss may 

result from this. Cloud service providers and 

their clients must put strong security measures in 

place, including encryption, access controls, 

multi-factor authentication, routine security 

audits, and continuous monitoring of the cloud 

infrastructure, to reduce the risk of data breaches 

in cloud computing environments. Additionally, 

spreading awareness of cybersecurity best 

practices among employees and users can aid in 

preventing breaches brought on by human error 

or social engineering attacks. 

 

4. SUMMARY AND DISCUSSION 
     The users of cloud computing are increasing 

daily so the security concerns and risks of data in 

the cloud are also increasing. There is a need to 

look at cloud security a bit differently, it must be 

looked at from a holistic point of view in terms 

of what endpoints are interacting with it and 

what is the user community doing with it. The 

infrastructure constructed, like what type of 

security grips are available and in what different 

methods the infrastructure can be segmented. 

What is allowed to communicate with what why 

and how these applications are supposed to 

behave so that the right policies can be 

employed? But more important is to extend the 

right security capabilities to where the customer 

data, user, and endpoints are all going.  

      Hosting of the cloud has become the standard 

due to many factors such as flexibility, and 

scalability. efficiency and accessibility, it also 

optimizes Information Technology expenses and 

encourages collaboration to happen. However, 

with the upswing of present digitalization arrives 

a surge of cloud security risks. With such threats, 

organisations must be attentive to the cloud 

security of their businesses. Several measures 

have been implemented to significantly enhance 

cloud security but impossible to eliminate all 

security risks. To help deal with these new 
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challenges, a creative and more intelligent 

detection strategy is required as well as the use 

of new information sources.  

      Adoption of a multi-cloud technique, by 

organisations and businesses can decide to apply 

more than one cloud service provider. This gives 

opportunities and flexibility based on every 

provider’s distinctive competencies. A multi-

cloud technique can act as a safety net for 

organizations to reduce the effect of downtime 

and disruptions. DevOps methodology can be 

employed, these are practices that combine 

Information and Technology operations software 

development and IT operations to optimize the 

life cycle of software development. DevSecOps, 

on the other hand, integrates security at each 

stage of that development life cycle, from initial 

design to final delivery. The implementation of 

DevSecOps requires organizations to perform 

different tasks, including security audits on 

previous infrastructures, security tests 

automation and integration of security tools with 

DevOps tools, implementation of an Intrusion 

Detection System (IDS) and Intrusion Prevention 

System (IPS) as part of cloud infrastructure is 

also effective approach of minimizing cloud 

security threats. Both systems scrutinize whether 

certain traffic resembles a threat. IDS can act as a 

watchful watchdog for cloud systems. It uses 

sophisticated methods and predefined signatures 

to identify general malicious attack patterns and 

any form of suspicious activity.  

      Data management technology must be able to 

effectively manage large datasets because cloud 

computing requires processing and analyzing of 

distributed and mass data. A well-known 

approach that is dependable for data security is 

cryptography. Processing the data in an 

encrypted form, however, will raise the cost of 

computation and is technically challenging. 

Information hosted on cloud servers may be 

encrypted and only accessible at the client level 

with a key to ensure data privacy. Since it might 

require a lot of processing power, this is only 

trustworthy if the data can be quickly decrypted 

at the client level. This will be possible and more 

information will be integrated with credit to the 

multi-core processors that are developing.  

      To address these threats and enhance 

cybersecurity in cloud computing, organizations 

should adopt a comprehensive security strategy, 

which may include: security audits and risk 

assessments, robust access controls and 

authentication mechanisms, encryption of data at 

rest and in transit, implementing security 

measures provided by the cloud provider, 

continuous monitoring, incident response 

capabilities, employee training and awareness 

programs, regularly updating and patching 

systems and applications.  

      By considering a proactive and multi-layered 

approach to security, businesses can better 

protect their cloud assets and mitigate the risks 

associated with cloud computing. To maintain 

security as an ongoing process, security 

measures must be continually adapted to 

emerging threats and changes towards cloud 

infrastructure. Collaboration with experienced 

security professionals and staying up-to-date 

with the latest security trends are also vital for 

ensuring the safety of the cloud environment. 

5. CONCLUSION 
      Cybersecurity and threats in cloud computing 

are critical aspects that need to be addressed to 

ensure the safety and integrity of data and 

applications hosted in the cloud. While cloud 

computing offers numerous benefits, it also 

introduces new security challenges. While cloud 

computing offers unprecedented flexibility and 

scalability, its security issues cannot be ignored. 

Organizations must be proactive in implementing 

robust security measures to safeguard their data 

and applications. Cloud service providers also 

play a crucial role in maintaining a secure 

infrastructure and must continuously update their 

security protocols to counter emerging threats. 

By understanding these security challenges and 

adopting appropriate mitigation strategies, 

businesses can harness the full potential of cloud 

computing without compromising sensitive 

information. 
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